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Preface

Document Overview

Welcome to the EIV Operations Manual. The purpose of this manual is to provide instructions for
HUD personnel responsible for system, security, and user administration of the Enterprise
Income Verification (EIV). It details business operational procedures for successfully performing
administration tasks through EIV user interface.

How This Manual is Organized

Listed below are each of the chapters contained in this manual, along with a brief description of
its content:

= Chapter 1, Introduction — An overview of EIV, including the hardware, software, and system
architecture.

= Chapter 2, Audit Reports — Provides instruction on using the audit reporting functionality for
security administration.

= Chapter 3, User Role History Report — Provides the history of the roles assigned to a user

= Appendix A, Abbreviations and Acronyms — Provides a list of commonly used
abbreviations and acronyms.

Who Should Use This Manual?

This manual is intended for users with the EIV system Security Administration role.

If you have other roles, you may need to access other documents in EIV library to learn more
about them. For more information about the content of the EIV library, refer below to the Related
Documentation section of this document.

This manual assumes the resources assigned to these roles have the following knowledge or
expertise:

= Working knowledge of Microsoft Windows.
= Operational understanding of PCs.
= Operational understanding of Internet browsers.

= Understanding of basic network concepts.
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Preface

= Understanding of HUD program terminology, policies, and procedures.

Related Documentation

This section provides a list of related documentation. The EIV library includes the following
document:

= EIV User Manual — For users of the EIV wage and income functionality, this manual provides
step-by-step instructions. Users should be familiar with PCs, Microsoft Windows, and their
browser software.

Acronyms and Abbreviations

A glossary of acronyms and abbreviations is included as Appendix A of this document.

Enterprise Income Verification System — Operations Manual Page 5
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Chapter 1,
Introduction

This chapter provides an overview of EIV. Topics discussed include:

= System Overview,

=  Contingencies and Alternate Modes of Operation,

=  ElV operates 24 hours a day, 7 days per week (except first weekend of each month due to
PIC dependency). However, best conditions for use are during weekdays because batch
processing will be run over night and during weekends, which may impact system
responsiveness. Notices of planned outages for system maintenance (as well as other
guidance) will be posted on the EIV Information web site.

http://Iwww.hud.gov/offices/pih/programs/ph/rhiip/uiv.cfm

=  Security

System Overview

EIV provides a portal to tenant income information in the form of household income data, as well
as several income-based reports. EIV is a Web-based system, allowing access to information
across secure Internet connections to the HUD application server using Microsoft Internet
Explorer Version 6.0 and higher.

Tenant income data in the EIV system comes from a variety of sources including the following:

= Form HUD-50058 Database — provides tenant-reported household information (name, SSN,
program type, address, projected income, etc.).

= NDNH - US Department of Health and Human Services, National Directories of New Hires
(NDNH) provides information concerning employment information (W4), wages,
unemployment benefits, for participating PIH Public Housing and voucher programs.

Enterprise Income Verification System — Operations Manual Page 6
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Introduction

= Social Security Administration — provides information concerning Social Security and
supplemental security income payments for tenants who participate in PIH Public Housing
and voucher programs. In addition, SSA provides feedback to EIV concerning problems with
tenant ID information.

The EIV system is related to the PIC system, particularly the 50058 module. To simplify security
administration, only users who have rights to access PIC may access EIV. However, the EIV
security module controls the extent of rights within EIV. Figure 1 illustrates these primary system

interactions.
Users
—\
WASS Income/Benefits
; Data
Inquiry for Exceeds Threshold
Income Data Report
Request File < <+ Navigation
<+ Data >
NDNH
Income + Benefits + .
—Pp <«—| User Profiles
» Resp;’x:e Flo Form 50058 Data| € PIC
EIV
<+ <
Release 4.0 SSA Verification
Request File <+ Request
SSA
> Benefits Data >
Response File

Figure 1 — EIV System Interactions
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Contingencies and Alternate Modes of
Operation

EIV operates 24 hours a day, 7 days per week (except first weekend of each month due to PIC
dependency). However, best conditions for use are during weekdays because batch processing
will be run over night and during weekends, which may impact system responsiveness. Notices
of planned outages for system maintenance (as well as other guidance) will be posted on
the EIV Information web site.

http://Iwww.hud.gov/offices/pih/programs/ph/rhiip/uiv.cfm

Security

EIV contains personal information concerning tenants that is covered by the Privacy Act such as
wage and income data about private individuals, as well as identifying information such as Social
Security Number, address, and employment information. This information may only be used for
limited official purposes, which are tenant recertification and oversight of the tenant recertification
process (which includes use by OIG and GAO). It does not include sharing with governmental
entities not involved in the recertification process. Users are encouraged to refer any non-
standard requests for access to HUD management and to report any unauthorized disclosure of
EIV data to the manager of the HUD Privacy Act Officer or to the Office of Inspector General. If it
appears that the system has been “hacked”, that should be reported to the HUD Help Desk (1-
888-297-8689).

All EIV users must adhere to the Rules of Behavior which is to be found as part of the User
Agreement that is being implemented with EIV 4.0. A copy of the User Agreement is posted on
the EIV Information web site. The rules clearly delineate responsibilities of, and expectations for,
all individuals with access to the EIV system. Non-compliance with these rules will be disciplined
through sanctions commensurate with the level of infraction. Sanctions may range from a verbal
or written warning, removal of system access for a specific period of time, reassignment to other
duties, or termination depending on the severity of the violation.

Access to tenant data is logged as part of the effort to protect the data and provide traceability
should a questionable event occurs.

User Accounts

User accounts for EIV should be provided on a need-to-know basis, with appropriate approval
and authorization. All EIV User Administrators are to maintain a file for each user, the access
authorizations signed by the responsible manager, the EIV User Agreement signed by the user
and a user-signed copy of the EIV Rules of Behavior (which is part of the revised EIV User
Agreement being distributed with the implementation of EIV 4.0). Effective after the first full
quarter of EIV operations (January 1, 2006), User Administrators will be required to certify each

Enterprise Income Verification System — Operations Manual Page 8
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quarter that users have appropriate rights in EIV. They will be unable to make that certification if
the documentation is not in the file. User accounts that have not been certified within 30 days
thereafter will lose their EIV roles and will not be able to access EIV.

EIV uses a role-based authorization scheme to grant users access to the EIV content. An EIV
user belongs to a security level based on their organization (Headquarters, Hub, TARC, Field
Office, or PHA), and a role, based on their job responsibilities and functional needs.

= Security level — A user’s access to data is limited to their organization level (Headquarters,
Hub, TARC, Field Office, or PHA), and their specific organization.

1. Headquarters user can see nationwide data.
2. Hubs, TARCs, and Field Offices are still restricted to their respective areas.

3. The EIV system will support the assignment of access to multiple PHAs under one
WASS ID. Such an assignment will only be made to those PHA employees or
contractors who access EIV must have that need documented in the User
Administration file signed by the head of the additional PHA.

= Role — A role is an assigned right to use a distinct part of a system’s functionality. In EIV,
roles include Occupation Specialist, User Administrator, Systems Administrator and
Security Administrator. A user’s access to functionality is determined by the role or roles to
which they are assigned. Each role provides access to a set of functions appropriate to
that user type. For example, a PHA Occupancy Specialist can access income data
features, but does not have access to user administration, security administration, or
system administration features. A user can be assigned one or more roles; the functionality
the user can access is a cumulative set of all features given to all roles to which the user is
assigned. Users are assigned roles that are limited in scope to their organizational level.
(PHA, Field Office, TARC, HUB, and Headquarters) and those below it.

Security Awareness

New EIV users are to receive as part of their training EIV users are to receive a familiarization
with the requirements of the Privacy Act. Users are required to have annual security awareness
training to refresh and update that initial training. Potential EIV users must sign the EIV Access
Request to signify that they understand and accept the EIV Rules of Behavior. Guidance
concerning security has been posted on the EIV web page.

http://www.hud.qgov/offices/pih/programs/ph/rhiip/uivsystem.cfm

The complete text of the Privacy Act is available at:

http://www.usdoj.gov/foia/privstat.htm

Security Procedures

The WASS system, through which all users will access EIV, provides a timeout that disables
access to the system after a 30-minute pause in use. That, in and of itself is not enough
protection. Users should not leave their PCs unattended when access to WASS or any system
accessible through WASS is possible. Users should be aware that logging out from EIV to WASS
is not sufficient in that clicking on the WASS link to EIV will allow reentry to the EIV system. The
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activation of a screen saver is one way to protect access through an untended PC. Another is to
close the browser window. It is possible to do so by going through the WASS closing routine
which includes saying Yes to the question of whether to close the window. It is easier and
quicker to close the browser window by clicking the X in the upper-right-hand corner of the
screen.

Other security considerations relate to the physical security of the area where the EIV system is
used, and policies and procedures that are enforced by management.

Guidance concerning security practices, governing the work area and storage of paper records

containing personal information and their destruction when they no longer are needed, may be
found at the EIV Information Web site.

Audits and User Activity Logging

Users of EIV should be aware that successful login/logoff, login failure and tenant data
access activities within the system are logged for security audit and reporting purposes.
These audits may include records of attempts to access data to which the user is not authorized,
as well as successful access of sensitive data to which the user is authorized.

Changes to the user roles and user certification transactions are also logged.

Enterprise Income Verification System — Operations Manual Page 10
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Chapter 2,
Audit Reports

This chapter discusses the audit reporting functions in EIV. Audit reports allow the Security
Administrator to generate and review reports summarizing system and data use. The following
reports are discussed in this chapter:

= Viewing the User Session and Activity Audit Report

= Viewing the User Activity Log Audit Report

= Viewing the Tenant Data Access Audit Report

= Viewing the Failed Login Audit Report

= Viewing the Denied User Access Audit Report

Enterprise Income Verification System — Operations Manual Page 11
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Audit Reports

Viewing the User Session and Activity Audit Report

This report details each user session and the pages accessed during the session. To view the
User Session and Activity audit report, complete the following steps:

= (Click the User Session and Activity link.

The system displays the User Session and Activity Audit Report page. This page looks like
this:

HLUID HORME PIH HOME EI'V Hiema HEAHCH ! INOEX E-saldl

User Sesslon and Activity Audit Report

Enter a dale in the format (AMDD Y] or sefact by clicking on the calendas icon below for the Usar Session and
Sctvity Audil Repart
Back to Secure

Soeams 177222005 [ GetRepen |

User Administration

At Fepants .

& pore S Lol intranst:

= Enter a date in the format (MM/DD/YYYY), or select a date by clicking on the calendar
() tool.

= (Click Get Report.

Enterprise Income Verification System — Operations Manual Page 12
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Audit Reports

The system displays the User Session and Activity Audit Report results page. This page looks
like this:

HLID HOME PIH HOME EIV Hiemig SEAHCH / IMDEX E-adl
Uszer Sesglon and Activity Audit Report
Enter a gale in the format (WMUOD YY) ar sefact by cicking onthe calendar icon below for the User Secsion and
Actnity fudil Repart
Back to Seeure
User S ministration
P el User Session Audit Report for 07252005
HERDT  SS0en Ers Jul 25 2008 RS AN 020448 9
dminisies P
e Regues
Adminjztue HIE
Users
Ll 1
LLil 1
Repod
sap Role Histry
g!’l! Ll
Maiddit lejdnts: -
aﬂm W Locel intranat

= To view details for a particular use/r session, click the View Detail tool (ﬂ.,)_

Definitions for each field in this report are provided in the following table:

Report Heading

Definition

User ID The assigned access ID for a user.
First Name First name of a user.
Last Name Last name of a user.

Logon Timestamp

The date and time the user logged
on.

Logoff Timestamp

The date and time the user logged
off.

IP Address The address of the accessing
computer.
Details Details all activity for the user.
Table 2 — User Session and User Activity Report Definitions
Enterprise Income Verification System — Operations Manual Page 13
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Viewing the User Activity Log Audit Report

This report is a superset of the User Session and Activity Audit report, and details all user actions.
To view the User Activity Log audit report, complete the following steps:

= Click the User Activity Log link. The system displays the User Activity Log Audit Report
page.

This page looks like this:

HUD HOME FIH HOME EIV Hoene HEAHCH ! INDEX E-Ball

Uzer Activity Log Audit Report

Enter a gale in the format (MDD YY) ar sefact by cicking onthe calendar icon below Sor the Usar Actiily Log
Foandil Repart

Back to Secure

Syt
07008 [ GetFepen

User Ad ministration

Padil B jants:

& pore S Loce intranst;

= Enter a date in the format (MM/DD/YYYY), or select one by clicking the calendar ()
tool.

= (Click Get Report.

Enterprise Income Verification System — Operations Manual Page 14
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Audit Reports

The system displays the User Activity Log Audit Report page:

HLID HOME FIH H{RME EI'v Hoeng SEAHCH / IMDE X E-BAl
Uzer Activity Log Audit Report
Enter a gale in the format (MDD YY) ar sefact by cicking onthe calendar icon below Sor the Usar Actiily Log
faxdil Riepart:
Hack to Secure
! 07424 2005 [(GetRepen |
User Administration
Dy Rsles Dsar 1) [ccass Timestang [IP Mdross
By Users HENDF SE0HOT EM Jd 21 2008 2437 10.210.44. '?II.l'ur.l.Ihlldparlrlnr.nmu'l-:rlarllrﬁ'mm detai GET
HENF SE0HIT EN b 21 2005 34378 1021044 58 Jurathisdpadyincomelenanimemberdstail GET
Adminjstue PHY HERDY SEOHIT BN b 31 2008 34378 10210.44 58 Auwihindpadyincomenenanimenbesdetal GET
Acgess Reques! HENDT SS0OHIT BN b 1 2006 4350 10.2110.44 98 fuisithirdpanyincomefananimemberdetal GET
Adminisies HUE HENDF SS0HIT BN b 2 2008 S4370  10.210.44.58 furthindpad pincomefenanimemberdstal GET
Ll HEND? SSOHIT BN bl 21 2005 Z43PM  10.210.44.58 uwihindpany Asnanimeripeedetal GET
HENDF SEOMHDT BN 21 2006 534300 10.210.44.98 funAhidpadyincomefananimermberdetal GET
Uy Maintenance HENDF SS0HIT EN Jul 21 2005 4370 10.210.44.58 fuiwithirdpadyincomefenanimemberdetal GET
HEMDF SSOHIT BNV Jd 21 2005 34378 10,210,494 58 Arhindpa pincomedenanimennoeedetal GET
i HENIF SS0HOT EM Jul 21 2006 54300 10.210.44.98 fupAhidpadyincomefananimemberdetal GET
Tl el HENDF SE0HOT EN bl 21 2005 34370 10.210.44. 25 fuiwthindpar yincomeflenanimemberdetail GET
PRapu HENWD? SSOHIT BN bl 21 2005 34378 10.210.49.58 fuwihindpany nenanimemberdeal GET
HERDF SS0HIT ERS Jud 21 2006 34320 10.10.44. 90 urdthirdpad yincometananimemberdetail GET
User Role Higlory  |HERDF SSOHOT ENV b 2l 2005 54578 10.210.44.98 fursthirdpar yincomeenanimernberdetail GET
Hrpnt HEWDF SSOHIT BNV Jd 21 2005 34378 10,210,499 58 Auhindpar Irernieedetal GET
it Peparts HENIP SSOHDT EM Jd 21 2006 54300 10.210.44.98 .l'ura.'ih||dpar|_,l|nr.nmnl1nnanlmnmh:fdral SET
HERTE SEMHTT FR b 71 90065 54500 10 710 4d B8 fnnfthisdnadsinenmeilsnanimembeededail GET |
&l tore 4 Local mtranet
Definitions for each field in this report are provided in the following table:
Report Field Heading Definition
User ID The assigned access ID for a user.
Name The user’s first and last name.
Access Timestamp The date and time access was
attempted.
IP Address The address of the accessing
computer.
Request URL The command link the user
accessed.
Request Method What the user did (e.g., get data,
post data).
Table 3 — User Activity Log Report Definitions
Enterprise Income Verification System — Operations Manual Page 15
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Viewing the Tenant Data Access Audit Report

This report provides a list of all EIV system users who have access tenant wage and income data
within a specified period of time. To view the Tenant Access audit report, complete the following
steps:

= Click the Tenant Data Access link.

The system displays the Tenant Data Access Audit Report page. This page looks like this:

HUD HOME PIH HOME EIY Home SEARCH / INDEX E-MAIL

Temant Data Access Audit Report

Specify the inclusies stad ared end dates Too the trme peniod. You can also enler silher Last Name or SSN of a tenart. Specify dates nthe
formal (MO0 YY) or selsct by clicking on the calendar bool.

Back in Sacurs = Start Dale | El

Syl
= End Diata @

L Ademintstration
Terant S5H

By Holes Terant Lazt Name

By Usars * Salect a Participant Code | MONE > el Reperd

Administer PHA
fpcass Hrguest

Adimwinister HUE
[AETT]

User Malnirnance
User Cenlfication

User Cenlfication
Hepar

User Aale Hisinry
Hepan

SAudie Reports

[T Py PRyt P

] pora WJ Local ntranat

Control the content of the report using the following criteria:

= Start Date — (Required) defines the beginning date for the reporting period. The Start
Date value cannot be greater than the End Date value. Enter a date in the format

(MM/DD/YYYY), or select one by clicking on the calendar () tool.

= End Date — (Required) defines the ending date for the reporting period. The End Date
value must be greater than the Start Date value. Enter a date in the format

(MM/DD/YYYY), or select one by clicking on the calendar () tool.

= Tenant SSN — (Optional) designates the social security number of the tenant you want
included in the report content. Use this criterion when you want to limit report content to
a specific social security number.

= Tenant Last Name — (Optional) designates the last name of the tenant you want
included in the report’s content. Use this criterion when you want to limit report content
to a specific tenant’s name.

Enterprise Income Verification System — Operations Manual Page 16
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Audit Reports

= Enter the report filter criteria and click Get Report.

The system displays the Tenant Data Access Audit Report page.

HUD HOME FIH HOKME EIV Home SEARCH / INDEX E-MaiL
Tenant Data Access Audit Report
Specify the incheziee slart and end dales for the fime penod. Yaou can also enler ether Last Kame or S50 of 3 tenant. Specify dates in the forma
select by clicking an the calenadar tool
Bach in Sacure " Star Dsbe [pricrems 28]
DyEEIHG
*Erd Date O NE0E B
Ukssr Addeninistration
Tenart S5M
Hy Roles Tenart Last Mame
By Userm *Sglacl @ Paricipant Code FLODT Jacksomile ]
LAl T
Agcass Reguast
Eﬂlﬂw Frmtarmendhly Varsion
Usnrs [ - ]
liser Malmignance ﬁu
N T e = e N N
User Cerlfication {mim:ss)
30333 EMTesl 070872005 11:4%15 2000 JOHK DOE 2 1903 P
User Cerlfication
Aepar j'-cluu Plarg Smith HQ 070872005 11:4626  20:00 JOHN DOE 591-284220 FLOO1 WO
WO S50335 EnvTasl PHA O7DR2008 1002440 2000 TEST NAME wey-wy-wyyy FUO0T P
:{i‘iﬁ"'* History M35 SS0335 ENVTesl PHA O7/DE2005 10312 20.00 HARRY H CRAIG e in FLOOT P
WO0EES 20335 ENTest  PHA 07082008 10:534:06 20:00 LAKE ROBERT pRkRpare FLOO1 P
Audle Reports gamnakng  Maxineni Smitha HG 0FMEMEN05 10333 2000 SMITH ¥ JAMES snr-nkunay FLODT WO =
L4 »
&l pom 5 Hr Comprter
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Definitions for each field in this report are provided in the following table:

Report Field Heading Definition

User ID The assigned access ID for a user.

User Name The user’s first and last name.

Activity The identity of the PHA at which the
activity tool place.

Date The date and time the access was
attempted.

Duration (Min:Sec) The amount of time spent viewing the

page. The amount of time is expressed
as a minutes and seconds value. The
elapsed time counter begins when the
Household Income Details page is
launched and stops when the user
accesses another page. In the event that
another page is not accessed, the
system assigns a default elapsed time
value of twenty (20) minutes.

Tenant Name The tenant’s name.

SSN The tenant’s social security number.

PHA The identity of the PHA responsible for
the administration of the tenant’s
records.

Program Type The type of housing project in which the

tenant is participating, as applicable.

Project The type of project in which the tenant is
living, as applicable.

Table 4 — Tenant Data Access Report Field Definitions

Complete the following actions to access the Printable View:

To generate a printer-friendly version of the report,

= Click the Printer-friendly version button.

The system generates a printer-friendly version of the report and displays it in a separate Browser
window.

= Click the Browser’s print icon to produce a paper version of the report. When you have
finished printing the report, close the browser window.

Enterprise Income Verification System — Operations Manual Page 18
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Audit Reports

Viewing the Failed Login Audit Report

This report tracks logon attempts where a user has attempted log on entering an incorrect ID or
password. To view the Failed Login audit report, complete the following steps:

= Click the Failed Login link.

The system displays the Failed Login Audit Report page. This page looks like this:

Back to Secure
Sylems

Useer Administration

Maudit Rgjaits

& porn

HLID HOME PIH HOME EIV Hiemig SEAHCH / IMDEX E-adl

Falled Login Audit Report

Enter a gale in the format (WMUO0MN Y] ar sefact by cicking on the calendar icon bebow for the Failed Login Audit
Repart

7252005 [ GetPopen

W Locel intranat

= Enter a date in the format (MM/DD/YYYY), or select one by clicking on the calendar
() tool.

= (Click Get Report.

The system displays the Failed Login Audit Report page. This page looks like this:

Back to Secure
Sylems

Useer Administration

HLID HOME PIH HOME EIV Hiemig SEAHCH / IMDEX E-adl

Falled Login Audit Report

Enter a gale in the format (WMUO0MN Y] ar sefact by cicking on the calendar icon bebow for the Failed Login Audit
Repart

7202005 [ GetPopen

sar i [First Hame [Last Hame JLogon Timestamp __[IF Adlidiess

enusaril Jul 20 2005 10:4500 10210 4293
il Jul 20 2005 10:454M 102104233
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Definitions for each field in this report are provided in the table below:

User ID The assigned access ID for a user.
First Name The user’s first name.

Last Name The user’s last name.

Logon Timestamp The date and time the log on was

attempted and failed.

IP Address The address of the accessing
computer.

Table 5 — Failed Login Report Definitions

Viewing the Denied User Access Audit Report

This report tracks access attempts to tenant income records that are not in the PHA (e.g., an
income verification specialist enters a social security number for a tenant record that is not part of
the PHA). To view the Denied User Access audit report, complete the following steps:

= (Click the Denied User Access link.

The system displays the Denied User Access Audit Report page. This page looks like this:

HLUID HORE FIH HOME EIV Hioene SEAHCH ! IMDEX E-BAll

Denled User Access Audit Report

Enter a gale in the format (WMUODYY) ar sefact by cicking onthe calendar icon below for the Danied User fccass

Foandil Repart
Back to Secure
s 07252005 [EE] [ et Fepen
User Ad ministration
By Pplus

= Enter a date in the format (MM/DD/YYYY), or select one by clicking on the calendar
() tool.

= Click Get Report.
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Audit Reports

The system displays the Denied User Access Report page. This page looks like this:

HUD HOME PIH HOME 0&4A SEARCH / INDEX E-MAIL

Denied User Access Audit Report

Enter a date in the farmat (MM/DDAYYY) or select by clicking on the calendar icon below for the Denied User Access

Audit Report:
Log Off
Search Income P2/24/2005 Es)
Records
By Head of _ :
Household | : : :
Information |rchyrd myra byrd Feb 24 2005 7:17PM 17057 67 76 fuivtenantsearch
lwxgarza Viola Garza Feb 24 2005 7:17FM 1705876776 fuitenantsearch
By Reexamination  {rycrow Raobert E Crow Feh 24 2005 B:59PM 17097 167 46 Juivitenantsearch
Month |axhaghes Ali Haghshenas Feb 24 2005 B:55PM 17057 167 46 fuiwtenantsearch

Definitions for each field in this report are provided in the table below:

Report Field Heading Definition

User ID The assigned access ID for a user.

Name The user’s first and last name.

Access Timestamp The date and time the access was
attempted.

IP Address The address of the accessing
computer.

Attempted Function Identifies what function was being
accessed.

Table 6 — Denied User Access Report Field Definitions
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Chapter 3,
User Role History
Report

User Administrators can view the Role Assignment history for any User using the User Role
History Report feature

To generate the User Role History Report, follow these steps:

= Click the User Role History Report link in the left-hand navigation panel.

The system displays the User Administration - User Role History Report page, which looks
like this:
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Audit Reports

= Putin the User ID. Type in a date or click the Calendar link () and select a date in
the As of Date textbox. Click the Get Report button

HUD HOME PIH HOME EIV Home SEARCH SIRBEX E-MAN

User Administration - User Role Histony Report

Specify the User ID and Az of date 1o check the Role Aszignmanl Ristary fr the User. Specify dale n the foemal (MWD YY) or select by
Back 1o Secus clicking on Ihe calendar tool. User Rale History is avaiable from &z of Ciate 05202005 omeards.

Systeng *User D

Search Income * fg of Dals E‘ Ciat Aepon

Recarnds

Hy Hoail §
Haiigakold
Enflgimiatisi

By Ipastainiination

Mot

Liser Mdmminisiration
Hy Hles
Ely Usairs

Audindnister PH&
FAurcass Rrgusst

Admdnister HUB
Lsers

User Malmienance

Bhe o alE

&l Nd Local intranet;
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Audit Reports

The system displays the User Administration - User Role History Report page with the
selected Users’ Role History as of the specified date. The following fields are displayed on the
report:

= Role

= Action

= Participant Code
= Updated by User
= Update Date

Back to Secure
Systems

Search Income
Records

By Head of
Household

Information

By Reexamination
Month

User Administration
By Roles

By Users

Administer PHA
Access Request

Administer HUB
Users

User Maintenance

Moo oo aro ..

HUD HOME PIH HOME EIV Home SEARCH / INDEX E-MAIL

User Administration - User Role History Report

Specify the User ID and As of date to check the Role Assignment history for the User. Specify date in the format (MW/DDSYYYY) or select by
clicking on the calendar toal. User Role History is available from As of Date 08/26/2005 anwards

*User D heiv01
= &3 of Date D7/20/2005
User ID:  heivl1 User Name: EMNTest SS50HO1

Participant Code Updated By User Update

HG Occupancy Approved MNA, HEMNDS ElvTest S50H0G 2005-07-18 15:08:19.847
HZ User Admin Approved A HEMD1 ElvTest S50H01 2005-06-22 10:29:50.85
HQ Systern Admin Revoked MA, HEMNDT1 ENTest SS0HO1 2005-06-22 10:29:50.847
HQ Security Admin Revoked MA HEMND1 ElVTest S50HO01 2005-06-22 10:29:50.83
HQ Seniar Mgt Revoked MA HEMNO1 ElVTest S50HO1 2005-06-22 10:29:50.817
H2 0IG Revoked MA HEMO1 ElvTest S50H01 2005-06-22 10:29:50.8
HG Occupancy Revoked MA HEMD1 ElvTest S50H 2005-06-22 10:29:50.753
H2 0IG Revoked A HEMD1 ElvTest S50H01 2005-06-22 10:29:35 567
HZ User Admin Revoked A HEMD1 ElvTest S50H 2005-06-22 10:29:35. 567
HQ Ol Approved MA, HEMND1 ElNVTest SS0HO1 2005-06-22 10:29:15.63
HQ Systern Admin Revoked MA, HEMNDT1 ENTest SS0HO1 2005-06-22 10:29:15.58
HQ Security Admin Revoked MA HEMND1 ElVTest S50H01 2005-06-22 10:29:15 567 hd

&] Dane % Local intranet
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Audit Reports

Appendix A —
Abbreviations and
Acronyms
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User Role History Report

TERMS, ABBREVIATIONS, AND ACRONYMS

The following terms, abbreviations, and acronyms may or may not appear in this document. They are provided for
reference and clarity.

C&A Certification and Accreditation

CAN Claim Account Number

CCB Change Control Board

CCMB Configuration Change Management Board

CM Configuration Management

CMRB Configuration Management Review Board

COTR Contracting Officer's Technical Representative
DCG Development Coordination Group

DRP Disaster Recovery Plan

DTS Data Transmission Services

EDI Electronic Data Interchange

EIV Enterprise Income Verification

FEIN Federal Employer Identification Number

FIPS Federal Information Processing Standards
FISCAM Federal Information System Controls Audit Manual
FISMA Federal Information Security Management Act

FO Field Office

FOIA Freedom of Information Act

Form HUD- Form used to submit resident characteristics and tenant income data to HUD
50058

FOUO For Official Use Only

FTP File Transfer Protocol

GTM Government Technical Monitor

GTR Government Technical Representative

HHS U.S. Department of Health and Human Services
HOH Head of Household

HOUSING Office of Housing

Hub Not an acronym. FO are classified into two categories -- Hub and Program Center.

A Hub can be a stand-alone FO or have another office, a Program Center, report to
it.

HUD US Department of Housing and Urban Development
ICN Income Control Number
MOA/U Memorandum of Agreement / Understanding
MTW Moving To Work
NDNH National Directory of New Hires
NIST National Institute of Standards and Technology
OIG Office of Inspector General
OMB Office of Management and Budget
OPC Office of Procurement & Contracts
PD&R HUDs Office of Policy, Development and Research
PHA Public Housing Authorities
Pl Period of Income
PIA Privacy Act Assessment
PIC Public & Indian Housing Information Center
PIH HUD’s Office of Public & Indian Housing
POA&M Plan of Action and Milestones
PVCS Project Version Control System
PWS Performance Work Statement
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User Role History Report

Acronym Definition

QA Quality Assurance
Qu Quarterly Update
Qw Quarterly Wage
RHIIP Rental Housing Integrity Improvement Project
RIM Rental Integrity Monitoring
SEIN State Employment Identification Number
SPH HUD’s Security Program Handbook
SPP Security Program Policy
SS Social Security
SSA Social Security Administration
SSAA System Security Authorization Agreement
SSI Supplemental Security Income
SSO Single Sign On (used in WASS)
SSP System Security Plan
SWICA State Wage Income Collection Agency
TARC Troubled Agency Recovery Center
TARCS Tenant Rental Assistance Certification System
TASS Tenant Assessment Subsystem
TRACS Tenant Rental Assistance Certification System
TTP Total Tenant Payment
V V&T Verification, Validation, & Test
W-4 New Hires data
WASS Web Access Security Subsystem
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